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Network attack training platform provides an important support for enhancing 
information security awareness and security protection technology of the internet users, 
attacking targets is an important part of it, its success directly affects the ultimate effect of the 
whole training platform. In the meantime, honeynet technology, as a new type of the active 
defense network security technology, has been valued by information security. 
This dissertation establishes network attack targets by honeynet system. Firstly, we do 
some in-depth researches and analysis of virtual honeynet technology, introduce the concepts 
such as honeyhot, honeynet, real honeynet, virtual honeynet, and focus on explaining the 
implement methods of virtual honeynet and honeynet gateway Roo; secondly, we conclude 
current methods of network attack and establishing attack targests, design system-level and 
application-level construction plan of establishing attack targets, and research the 
configuration method of attack targets; afterwards, we establishes the virtual honeynet system 
based on VMware and give the topological structure and network configuration of virtual 
honeynet, focus on introducing the installment and configuration of VMware workstation and 
honeywall Roo; finally, we design and realize the establishment of attack targets based on 
honeynet system, explain the theory and process of network attack training, set up testing 
environment of attack targets, complete the configuration of network attack targets and make 
an attack test of targets by network attack training platform. 
This dissertation provides an important support for understanding the purposes, methods 
and tools of hacker attack, enhancing the prevention capacity of information security. 
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根据国家计算机网络应急技术处理协调中心 CNCERT/CC 的《2012 中国互联网网
络安全报告》统计，2012 年 CNCERT 抽样监测结果显示，在利用木马或僵尸程序控制
服务器对主机进行控制的事件中，控制服务器 IP 总数为 300407 个，较 2011 年下降
39.1%，受控主机 IP 总数为 27275399 个，较 2011 年大幅增长 71.1%；全球互联网平均
每月有超过 3500 万个主机 IP 感染“飞客”蠕虫，排名前三的国家或地区分别是美国
（16.1%）、中国大陆（11.6%）和巴西（7.4%），境内感染“飞客”蠕虫的主机 IP 月均
超过 400 万个；恶意程序传播事件 35821698 次，其中恶意程序下载链接 785388 个，“放
马站点”域名 67468 个，“放马站点”IP 地址 55673 个；CNCERT 共接收国内外报告网
络安全事件 15366 起，较 2011 年增加了 47.3%。同时，应用软件漏洞数量急剧增加，
国家信息安全漏洞共享平台在 2011 年发布了 5547 个漏洞，较 2010 年增加了 60.9%，
其中，高危漏洞 2164 个；网站用户信息安全措施严重缺乏，特别是在 2011 年底，CSDN、
天涯论坛等网站的大量用户信息遭到泄露，涉及账号、密码信息 2.87 亿条。由此可见，
我国广大网民所处的网络安全环境正越来越恶劣。 
















































1999 年，由 Lance Spitzner 等人成立蜜网技术邮件组，成立之初是一个非正式的组
织，仅为了安全分析人员间进行蜜网技术的学习和交流。2000 年 6 月，蜜网技术邮件
组发展成为正式的“蜜网项目组”(Honeynet Project)，开展对蜜网技术的验证和研究
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